ZHAO, LI1U, LARSON: ADVERSARIAL COLOR ENHANCEMENT 1

Adversarial Color Enhancement:
Generating Unrestricted Adversarial Images
by Optimizing a Color Filter

Zhengyu Zhao Data Science Group,

z.zhao@cs.ru.nl Institute for Computing and Information
Zhuoran Liu Sciences,

2 liu@cs.ru.nl Radboud University,

Martha Larson Nijmegen, Netherlands

m.larson@cs.ru.nl

Abstract

We introduce an approach that enhances images using a color filter in order to create
adversarial effects, which fool neural networks into misclassification. Our approach,
Adversarial Color Enhancement (ACE), generates unrestricted adversarial images by
optimizing the color filter via gradient descent. The novelty of ACE is its incorpora-
tion of established practice for image enhancement in a transparent manner. Experi-
mental results validate the white-box adversarial strength and black-box transferability
of ACE. A range of examples demonstrates the perceptual quality of images that ACE
produces. ACE makes an important contribution to recent work that moves beyond L,
imperceptibility and focuses on unrestricted adversarial modifications that yield large
perceptible perturbations, but remain non-suspicious, to the human eye. The future
potential of filter-based adversaries is also explored in two directions: guiding ACE
with common enhancement practices (e.g., Instagram filters) towards specific attrac-
tive image styles and adapting ACE to image semantics. Code is available at https:
//github.com/ZhengyuZhao/ACE.

1 Introduction

Despite the exceptional success of the Deep Neural Networks (DNNs), recent research has
shown that they are remarkably susceptible to adversarial examples [44], which are crafted
to induce incorrect model predictions. Adversarial image examples have been extensively
studied in image classification [5, 16, 22, 33, 34, 35, 49], and also explored in object detec-
tion [8, 53], semantic segmentation [2, 50] and image retrieval [31, 46].

A key property of adversarial images that makes them dangerous is that they cause deci-
sion conflicts between the model and human annotated labels in a way that is hardly recogniz-
able to human [15, 40]. Most conventional work on adversarial examples has focused on im-
perceptible additive perturbations, whereby imperceptibility is conventionally measured with
the L, distance between the adversarial images and their clean versions [5, 34, 35]. Later
studies proposed to leverage more perception-aligned measurements [10, 32, 48, 52, 54] to
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Figure 1: Left: Original Images (top) and their adversarial versions (bottom) generated by
our Adversarial Color Enhancement (ACE). Additional examples can be found in our GitHub
repository. Right: Illustration of the color filter adopted in ACE (here K = 4 in Equation 3).

address the well known insufficiency of naive L, norms as perceptual similarity metric [47],
but have still focused exclusively on imperceptible perturbations.

Recently, it has been pointed out that when small, imperceptible perturbations were orig-
inally introduced by [16], they were intended only to be an abstract, toy example for easy
evaluation, and that actually it is hard to find a compelling example that requires impercep-
tibility in realistic security scenarios [15]. In other words, imposing similarity with respect
to an original, clean image is not necessary in real-world threat models. For this reason,
recent work has moved beyond small imperceptible perturbations, and started exploiting
“unrestricted adversarial examples” [4] that have natural looks even with large, visible per-
turbations, but remain non-suspicious to the human eye [3, 13, 22]. In general, exploring
new types of threat models beyond conventional imperceptible perturbations will provide a
more comprehensive understanding of adversarial robustness of the DNNs [49]. And more
importantly, relaxing the tight bound on perturbations has been shown to yield practically
interesting properties, such as cross-model transferability for black-box adversaries applied
in real-world scenarios [3, 39].

Building on these recent developments, we propose a new approach to generating un-
restricted adversarial images using a color filter. The approach, called Adversarial Color
Enhancement (ACE), introduces non-suspicious perturbations, with minimal impact on im-
age quality, as shown in Figure 1 (left). Although previous work [9] has pointed out that
common enhancement practices (e.g., Instagram filters) can degrade the performance of the
automatic geo-location estimation, until now, no research has focused on the optimization
aspect of exploiting image filters to create adversarial images. Our approach makes use
of recent advances in automatic image retouching based on differentiable approximation of
commonly-used image filters [11, 19]. In sum, this paper makes the following contributions:

We explore the vulnerability of the DNNs to commonly-used image filters, and specif-
ically propose Adversarial Color Enhancement (ACE), an approach to generating un-
restricted adversarial images by optimizing a differentiable color filter.

Experimental results demonstrate ACE achieves a better trade-off between the adver-
sarial strength and perceptual quality of the filtered images than other state-of-the-art
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methods, implying a stronger black-box adversary for real-world applications.

We explore two potential ways to further improve ACE on image quality: 1) usin
widely-used enhancement practices (e.g., Instagram Iters) as guidance to speci
attractive image styles, and 2) leveraging regional semantic information.

2 Related Work

Differentiable Image Filters. The state of the art for automatic photo retouching mainly
uses supervised learning to determine editing parameters via gradient descent, in ord
achieve speci c image appearances. Most approaches [7, 14, 21, 51, 56] utilize DNNs
the parameterization of the editing process, but inevitably they suffer from high compu
tional cost, xed image resolution, and more importantly, a lack of interpretability. For th
reason, some recent work [11, 19] has proposed to rely on intuitively meaningful edits t
are represented by conventional post-processing operations, i.e., image lters, to make
automatic process more understandable to users. Moreover, such methods have much
parameters to optimize, and can be applied resolution-independently.

Problem Formulation. A neural network can be denoted as a funcdr) = y that outputs
y2 RMforanimagex2 R". Here we focus on the widely-used DNN classi er with a softmax
function, which expresses the outputs a probability distribution, i.e., 0y, 1 and
y1+ +Yypn= 1. The nal predicted labél for x is accordingly obtained bly= argmaxy;.

An adversary aims to induce a misclassi cation of a DNN classi€x) through modifying
the original imagexinto xX°such thaf (x9 6 .

Restricted Adversary with Imperceptible Perturbations. As mentioned in Section 1,
in order to make the modi cation unrecognizable, most existing work forces the adve
sarial imagex’ to be visually close to its original image with respect to speci ¢ dis-
tance measurements. The conventional solutidrpidistance (typicallyLy [5, 16, 26, 33]
andL; [5, 34, 37, 44], but alsd&; [6] and Ly [35, 43]). The earliest work in this direc-
tion [44] proposed to jointly optimize misclassi cation with cross-entropy loss and_ghe
distance by solving a box-constrained optimization with the L-BFGS method [30]. TI
C&W method [5] followed a similar idea, but replaced the cross-entropy loss with anott
specially designed loss function, namely, the differences between the pre-softmax lo
Moreover, a new variable was introduced to eliminate the box constraint. The method
be expressed as:

minimize ko XS+ 1 £
where (63 = maxzZ(x%, maxz(O;:i6 lg k); 1)
and x°= %(tanl‘(arctani@xﬁ w)+ 1);

wheref( ) is the new loss functiony is the new variable, and(x9; is the logit with respect
to thei-th class given the intermediate modi ed image The parametek is applied to
control the con dence level of the misclassi cation.

This joint optimization is straightforward but suffers from high computational cost du
to the need for line search to optimikze For this reason, other methods [12, 16, 26, 33, 37
instead rely on Projected Gradient Descent (PGD) to restrict the perturbations with a sr
Lp norm boundg. Speci cally, the fast gradient sign method (FGSM) [16] was designed t
succeed within only one step and was extended by [12, 26, 33, 37] to exploit ner gradi
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information with multiple iterations. The iterative approach can be formulated as:
=% %=x¢ 1+ a signNd( 1:1); (2)

wherea denotes the step size in each iteration. The generated adversarial perturbations w
be clipped to satisfy they bound. A generalization of this formulation to the norm can

be achieved by replacing the s{gnhwith a normalization operation [34, 37 andL;-
bounded adversarial images were also studied [6, 35, 43], but not widely adopted since t
resulting sparse perturbations are not stable in practice.

Recently, there have also been several attempts to address the limitations dfiayve
using more perception-aligned solutions for measuring similarity. A straightforward way is
by incorporating existing metrics, such as Structural SIMilarity (SSIM) [38], Wasserstein
distance [48], and the perceptual color metric CIEDE2000 [54]. Other methods [10, 32, 52
adapted thé, measurements to the textural properties of the image, i.e., hiding perturbation
in image regions with high visual variation. Local pixel displacement was also explored [1
49]. In general, these solutions yield a better trade-off between adversarial strength au
imperceptibility than conventional, methods.

Unrestricted Adversaries with Large yet Non-Suspicious Modi cations. Due to the as-
sumption of imperceptible perturbations, now considered unrealistic, as mentioned in Se
tion 1, recent work has started to pursue non-suspicious adversarial images with large p
turbations, which make more sense in practical use scenarios. Common approaches to c
ating such unrestricted adversarial images can be divided into three categories: geome
transformation, semantic manipulation, and color modi cation. The geometric transforma
tion method penalizes image differences with respect to small rotations and translations
the image [13]. Semantic manipulation has been so far mainly studied in the domain ¢
face recognition, where the perturbation is optimized with respect to speci c semantic at
tribute(s), such as colors of skin and extent of makeup [22, 36, 41].

Existing colorization-based work has explored uniform color transformation [18, 28, 39]
and automatic colorization [3]. Speci cally, the early method [18] randomly adjusts the
hue values of each image pixel to search for possible adversarial images. The ColorFc
method [39] improves on [18] by imposing semantic-aware norm constraints for better imag
quality, but still relies on costly random search. The ReColorAdv method [28] optimizes
color transformation over a discretely parameterized color space with post-interpolation ar
regularization on local uniformity, and impogg bounds on the perturbations. The cAdv
method [3] takes a different route, optimizing a pre-trained automatic colorization mode
to re-colorize the gray-scale version of the original image. It increases the computation:
overhead due to the huge number of parameters in the deep colorization model, and also |
been shown to cause abnormal color stains (see examples in [3] and our Figure 3).

Our ACE falls into the colorization category but is markedly different from existing ap-
proaches. Speci cally, ACE creates adversarial images by optimizing with gradient informa
tion, and, in this way, is fundamentally different from the random search-based approach
in [18, 39]. In Section 4, we also show that our gradient-based ACE outperforms its altet
native with random search. Our color lter is simpler and more transparent than the dee
colorization model in [3]. Compared with [28], our ACE enjoys a more elegant and contin-
uous formulation. Experimental results in Section 4 demonstrate that our ACE outperform
these approaches in both adversarial strength and image quality.
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3 Adversarial Color Enhancement (ACE)

This section describes our proposed Adversarial Color Enhancement (ACE), which gener
visually realistic adversarial Itered images based on a commonly-used color lter. Speci
cally, we adopt the differentiable approximation in [19] to parameterize the color lter by
monotonic piecewise-linear mapping function with totddl\pieces:

k1
Fa)= & ai+(K % (k 1) ag
i=1 3)
st.0 g landgq=1;
i

wherex, denotes any image pixel whose value falls intokka piece of the mapping func-
tion, andFq () is its corresponding output after Itering. An example of this function with
four piecesK = 4) is illustrated in Figure 1 (right).

Note that we are not optimizing in the pixel space but in the latent space of lter para
eters, and the three RGB channels are operated on in parallel. The para@teénstotal)
can be optimized via gradient descent to achieve a speci ¢ objective. Obviously, an im
will remain unchangedR;(x) = x) when all the parameters are equal &K1 As a result,
we propose to control over the adjustment by imposing constraints on the distance betv
each parameter and its initial valueKL The misclassi cation objective and the proposed
constraints on the parameters will be jointly optimized with a balance fagtexpressed as:

minimize f(Fq (09) + | a@ 1=K)% 4)

wheref( ) is the C&W loss on logit differences in Equation 1.

4 Experiments

We evaluate our ACE in two different tasks: object classi cation and scene recognition, &
consider the following two datasetimageNet-Compatible Datasetconsists of 6000 im-

ages associated with ImageNet class labels, and has been used in the NIPS 2017 Comp«
on Adversarial Attacks and Defenses [27]. Here we use its development set containing 1
images.Private Scene Datasewas introduced by the MediaEval Pixel Privacy task [29],

‘! Alex ! R50 ! v19 ! D121 ! Inc3

Alex | 999 626 710 685  2.08 | ! Alex ! R18 ! RS0

R50 48.50 98.3 15.83 13.21 5.96 Alex | 100.0 16.40 12.30

V19 | 3952 1129 985 1065 10.30 R18 | 4852 99.2  22.43

D121 | 4650 1851 15.16 98.4 561 R50 | 48.98 30.47 99.0

Inc3 41.12 16.42 14.87 12.35 93.2
Table 1: White-box success rates (diagonal) and black-box transferability of our ACE
ImageNet classi cation (left) and private scene recognition (right). Considered mode
AlexNet (Alex), ResNet18 (R18), ResNet50 (R50), VGG19 (V19), DenseNetl121 (D12:
and Inception-V3 (Inc3). The success rates are measured with respect to the models i
columns when applying ACE on the models in the rows.
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which aims to develop image modi cation techniques that help to protect users against a
tomatic inference of privacy-sensitive scene information. It contains 600 images with 6(
privacy-sensitive scene categories, selected from the Places365 dataset [55]. For the Ima
Net task, we consider ve distinct classi ers that are pre-trained on ImageNet: AlexNet [25],
ResNet50 [17], VGG19 [42], DenseNet121 [20], and Inception-V3 [45]. For the scene task
we consider AlexNet, ResNet18, and ResNet50 pre-trained on the Places365 dataset.

ACE is optimized using Adam [23] with a learning rate of 0.01, under a maximum budget
of 500 iterations. Early stopping is triggered when the optimization is no longer making
progress as implemented in [5, 37]. If not mentioned speci cally, ACE is implemented with
the optimal settingsk = 64 andl = 5. When executed on a single NVIDIA Tesla P100
GPU with 12 GB of memory and with 40 batches of 25 image samples, the implementatio
in ImageNet takes about 2 seconds per image. Table 1 shows that our ACE can achieve h
white-box success rates and have good cross-model transferability. It can also be obsen
that models with more sophisticated architecture are generally harder to fool in the white
box case, and transferring from a sophisticated architecture to a simple one is easier th
the other way around. Note that the transferability is calculated on images for which th
prediction of both the models involved is the same.

4.1 Comparisons on Adversarial Strength and Image Quality

We further compare ACE with the following gradient-based baseline methods in terms ©
adversarial strength and image quality, in the ImageNet task:
FGSM [16] with aLy norm bounce = 2=255 for ensuring imperceptibility.
BIM [26] with aLy norm bounde = 2=255, and 10 iterations of gradient descent.
C&W [5] optimized onL, with fewer iterations and higher con dence level (iters=300
andk = 40) than usual to yield larger perturbations for stronger adversarial effects.
ReColorAdv [28] (Unrestricted) withe = 16=255 and Ir=0.001 as in [28], and another ver-
sion allowing larger perturbations & 51=255 and Ir=0.005), denoted as ReColorAdv
cAdv [3] (Unrestricted) with the settings leading to optimal color realigm @). Note that
cAdv can only produce adversarial images sized 2224 due to the xed output resolution
of its pre-trained deep colorization model.

We adopt Inception-V3 as the white-box model because it is the of cial model used
in the NIPS 2017 Competition. As shown in Table 2, ACE can consistently achieve bette

Lp Norm Success Rate
Lo (%) Lo Ly Inc3 | ! Alex ! R50 ! V19 | D121
FGSM [16] 4934 405 200 78.10| 7.84 5.40 5.74 5.50
BIM [26] 3923 3.09 200| 99.1 | 8.16 4.95 6.44 4.71
C&W [9] 29.06 3.00 15.66] 99.6 | 8.16 4.72 6.79 4.38

ReColorAdv [28] | 70.81 18.87 64.00, 79.3 9.76 4.50 3.40 2.58
ReColorAdv [28] | 82.50 47.53 97.21] 89.2 | 31.20 15.64 13.58 10.77
cAdv [3] 4142 2054 116.1% 91.8 | 30.08 11.25 11.01 13.47
Our ACE 4299 40.61 45.98| 93.2 | 41.12 16.42 1487 12.35

Table 2: White-box success rates and black-box transferability of our ACE compared wit|
other baselined.q is the proportion of the perturbed pixels dngdis shown in [0,255]. Here
the Inception-V3 is used as the target white-box model.






